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IT Essentials 5.0

10.2.4.10 JlaGopaTopHasa paboTta — HacTponka 6e30nacHoOCTu
6ecnpoBOAHOM CBA3MN

BBeaneHue
PacneyvartanTe v BeinonHuTe 3Ty NabopaTopHyto paborTy.

[ns BbINonHeHNs aTol NnabopaTopHo paboTbl TpebyeTcst HAaCTPOUTL M NPOTECTMPOBATL NapameTpbl
becnpoBogHom ceTn Ha MmappyTtudaTope Linksys E2500.

PeKomeH.qyemoe o6opyp,OBa|-me
e [lBa komnbtoTepa, paboTtatowume nog ynpasneHmem Windows 7, Windows Vista unm Windows XP.
CeteBas nnata Ethernet, yctaHoBneHHas Ha komnboTepe 1.
BecnpoBoaHas ceTeBas nnara, ycTaHOBNEHHas Ha KoMmnbloTepe 2.
BecnposoaHoi mapLupyTtusaTtop Linksys E2500.
CoepguHuTtenbHbii kabenb Ethernet.

Dencrteue 1
Y3Haunte Y UHCTPYKTOpPa cneagywuwmne gaHHble, KOTOpble UCMOJIb3YHOTCA B na60paTopH017| pa60Te.

[aHHble ansa Bxoda no yMon4aHuto:
Mmsa nonb3oBatensi (eCrnv ucnonb3yeTcs)

Maponb

OcHoBHble napameTpbl 6eCpoBOAHON CETU:
Uwms cetn (SSID)

Network Mode (ceTeBoi pexum):

Kanan:

BaxHo! icnonb3ynTte TONbKO HACTPOWNKN, Ha3HAYEHHbIE MHCTPYKTOPOM.

MpumeyaHue. Vicnonb3ynte koMmnboTep 1 ANga BCex MHCTPYKUMIA No nabopaTopHon paboTe, ecnu He
yKa3aHO WHOro.

OdewnctBue 2
MoakntounTe komnbloTep 1 k nopTy Ethernet Ha 6ecnpoBogHOM MapLLpyTM3aTOpPE MpY MOMOLLIM
coeanHuTenbHoro kabens Ethernet.

Bknounte nutaHne BecnpoBogHOro MapLupyTusartopa. 3arpysute KOMnbioTeP U HAYHUTE CeaHc
C NpaBamMu agMuHUcTpaTopa.

HenctBue 3
OTKpONTE KOMaHOHYIO CTPOKY.

Besegute komaHgy ipconfig.
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Kakown IP-agpec y gaHHOro komnbtotepa?

Kakow L3 no yMmonyaHuo y JaHHOro koMnbiotepa?

OewnctBue 4
OtkponTe Internet Explorer n nogkntounTech K 6€CNpoOBOgHOMY MapLUpyTM3aTopy.

BeeauTte admin B none «Maponb:» .
MosiBUTCA OKHO HACTPOMKN.

OTtkponTte Bknagky Wireless (becnpoBogHoi goctyn).

Firmmaare Version: 1.0.02

Linksys E2500 E2500

Wireless - 2 e Access  Applications 8 o
Setup Wireless Security Foay e Administration Status

B ireless Settings | | c 1

Configuration View

@ Manual ©) WiFi Protected Setup™

5 GHz Wireless Settings Metwork Mode: Dizabled v

Network Name (SSID):

Channel Width:

Channel | Auto (DFS

SSID Broadeast: Enabled (© Disabled
2.4 GHz Wireless Settings Metwork Mode: Disabled -

Network Name (SSID):

Channel Width:

Channel

351D Broadcast Enabled (@ Disabled

Ha Bknagke 6ecnpoBogHoro goctyna Bbloepute Basic Wireless Settings (OCHOBHbIE HACTPOWKK
GecnpoBOAHON CETH), ECININ OHM eLLE He BbIOpaHbI.

© Kopnopauwus Cisco n/unu eé noyepHue komnanum, 20132013. Bce npaBa 3alwmiieHbl. ITOT JOKYMEHT COAepXUT 06LLefoCTYNHYo nHcopmauuto kopnopauum Cisco. Ctp. 213 13



IT Essentials Na6opartopHas pabota no rnase 10

wlraln
CISCO.

Firmware Version: 1.0.02
Linksys E2500 E2500
Wireless - . S = Applications & -
Setup Wireless Security z T Administration Status

Basic Wireless Settings. | { Gu 1

Configuration View

@ Manual ©) WiFi Protectsd Setup™

5 GHz Wireless Settings Network Mode Disabled =

Network Mame (SSID):

Channel Width:

Channel: |

SSID Broadcast: Enabled (@) Disabled
2.4 GHz Wireless Settings Network Mode Mixed -

Network Name (SSID): Ciscol

Channel Width: 20 MHz Only -

Channet 6-2437GHZ  +

SSID Broadcast @ Enabled () Disabled

San s Cancel Changes

[lna HacTpownkn BecnpoBogHOM ceTu Ha YacToTe 2,4 [Ty BBeAMTE crneadytoLlyo MHopMaLuto, ecrnv
WHCTPYKTOP He MOMNPOCUT HACTPOUTb MHAYE:

Network Mode (CeTteBow pexum): Mixed (CmeLlaHHbIN)

Network Name (Mma cetu) (SSID): Cisco#, rae # — HoMmep, Ha3HaY€eHHbIN NHCTPYKTOPOM.
Channel (Kanan): #, rae # — Homep, Ha3Ha4YeHHbIN UHCTPYKTOPOM.

SSID Broadcast (BewaHue nmenu cetun): Enabled (BkntoveHo)

Beibepute Save Settings (CoxpaHuTb napameTpsbl) > Continue (MpoaomkuTb).

Mepengute Ha nogsknaaky Wireless Security (besonacHocTb 6ecnpoBogHoNn ceTn).

HenctBue 5
MosiBuTCA OkHO "Wireless Security”" «be3zonacHocTb 6ecnpoBOAHON ceTh».

afrar],
CISCO.

Firmware Version: 1.0.02

Linksys E2500 E2500

Wireless Setup Wireless Security = Appé';:::;’;s & pdministration Status

| Wireless Security ]

5 GHz Wireless Security

‘ Security Mode Disabled v

2.4 GHz Wireless Security

Security Mode: .i\.f-ﬁ:ﬁ-z--P-arsuna-l- -

Passphrase: ClscoL@b102410

Save :"'Ee:'mg:s‘h Cancel Changes
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[na HacTpownkn BesonacHoCcTn GecnpoBOAHOM CeTU Ha YacToTe 2,4 [T BBeguTe crieaytoLLyto
NMHdOPMaLMIO, ECIIN UHCTPYKTOP HE MOMPOCUT HACTPOUTL MHAYE:

Security Mode (Pexum 6e3onacHocTtn): WPA2-Personal.
Passphrase (Kogosasi chpasa): ClscolL&b102410

Boibepute Save Settings (Coxpanuntb napameTpbl) > Continue (MpoaomKnTb).

OctaBbTe Internet Explorer oTKpbITbIM Ha MapLupyTu3aTtope Linksys.

HencrtBue 6

Ha komnbtoTepe 2, paboTatoLem ¢ 6ecnpoBoAHON CBA3bt0, HAYHUTE CeaHC Kak aaMUHUCTpaTop.

MopkniounTeck kK 6ecnpoBogHon ceTu. B oTBeT Ha 3anpoc kntova 6e3onacHOCTH Unu KOJoBoW dpasbl
BBeguTte: C!scolL&b102410

OTKpoWTE KOMaHOHYH CTPOKY.
Beeaute komaHgy ipconfig /all.

Kakown IP-agpec y aaHHon 6ecnpoBogHom ceTeBou nnaTbl?

Kakon cpmaunyeckuii agpec y gaHHon 6ecnpoBogHON ceTeBo nnathbl?

BeeguTe ping IPaddress. 3geck IPaddress — ato IP-agpec komnbtoTepa 1.

BbinonHeH nn 9X0-3anpoc yCFIeUJHO?

OcTaBbTe OKHO KOMaHAHOWM CTPOKM OTKPbITLIM.

DencrtBue 7

Ybeautecsb, 4to Internet Explorer Ha komnbtoTepe 1 paboTaer.

Ha Bknagke "Wireless" (becnpoBogHas ceTb) Boibepute Guest Access (FocteBon goctyn).
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v
CISCO.

Linksys E2500 E2500

WirEIESS . o Access  Applications & . .
Wireless Security Foker e Administration Status

Guest Access provides visitors to your home with Internet access without
giving them access to your computers or personal data.

Allow Guest Access:

Guest Network Name: Cizscol-guest

Guest Password: guest
Total Guests Alowed: I

S3ID Broadcast: @ Enabled () Disabled

Your guests should connect to your wireless network listed above by
opening a Web browser and entering the guest password.

Save Settings Cancel Changes

3auem paspeluatb rocteBomn goctyn?

ailan]n,
CISCO.

Fiirrmer; ion: 1.0.02

Linksys E2500 E2500

Applications &
Gaming

WirEIESS Wireless Security

Administration Status

I W \ | Wireless MAC Filter

2 Enabled @ Disabled
(@) Prevent PCs listed below from accessing the wireless network.
Permit PCs listed below to access the wireless network.

MAC Address Filter List

WAC 01:
WAC 02:
WMAC 03:

Ha Bknagke "Wireless" (becnpoBogHas ceTb) Bbibepute Wireless MAC Filter (Punbtp no MAC-agpecam
OecnpoBogHoW ceTn).
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HenctBue 8
MosisuTCcAa okHo "Wireless MAC Filter" (Punbtp no MAC-agpecam 6ecnpoBogHo ceTn).

ailan]n,
CISCO.

Linksys E2500 E2500

erEIESS i Security A'E?“ Appllcat!cnns& Administration Status
Policy Gaming

| | Wireless MAC Filter

Wireless MAC Filter

abled () Disabled

@ Prevent PCs listed below from accessing the wireless network

(©) Permit PCs listed below to access the wireless network.

MAC Address Filter List Wireless Client List k

MAC 01: 00:00:00:00:00:00  MAC17: 00:00:00:00:00:00

WAC 02:  00:00:00:00:00:00 MAC 18:  00:00:00:00:00:00

WMAC 03: .DD.DD.DD.DD 00:00 MAC 18: .DD.DD 00:00:00:00

BeiGepute Enabled (BkntoueH) > Prevent (3anpetuTb) n Haxxmute kHonky Wireless Client List (Cnucok
6ecnpoBOaHbIX KITMEHTOB).

MosiBuTCA OkHO "Wireless Client List" (Cnncok 6ecnpoBogHbIX KIMEHTOB).
. 00000000000000000000n0nnnnnnnnnnn00000000000000000000000000]

Wireless Client List

Sort By P Address T
- Save to MAC
A el A el
Client Name Interface P MA Status Address Filter List
Braxton-PC Wirgless-G 192.168.1.28 | 00:13:CE:8A:3C:14 | Connected
ki,

YcTtaHoBuTe donaxok Save to MAC Address Filter List (CoxpaHuTb B cnvcke cdounstpa no MAC-
agpecam) Ans Kkomnototepa 2.

HaxmuTe kHonky Add (Jo6aBuThb).

Kakorn MAC-agpec yka3biBaeTcs Tenepb?

Bbibepute Save Settings (CoxpaHutb napametpsbl) > Continue (MpogomknTs).
DenctBue 9

Ha komnbioTepe 2 BbINOMHUTE crieayolimne AeiCTBUS:
B okHe komaHgHOM cTpoku BBeanTe ping IPaddress. 3geck IPaddress — ato IP-agpec komnbioTepa 1.
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BbInonHeH nv 3x0-3anpoc yCcrneLwwHo?

Oencrteue 10
Ha kxomnbtoTepe 1 WwénkHute 6paysep, 4ToObI aKTMBMPOBATL €r0.

Bbibepute Administration (AGQMUHUCTPUPOBAHME) HA OCHOBHOM NaHENM BKITALO0K.

MosiBuTCA OKHO "Management" (YnpasneHue).

Linksys E2500

ini i - e N Access  Applications & . _
AdmlnIStratlon Setup Wireless Security e Cemr Administration Status

Management |

RoulerAccess | pouerposswore: | ECXIXTXIXIRTITE
Re-Enter to Confirm: sessssssssssuEn
Local Management Access Access via: HTTP [CuTTRS
Access via Wireless © Enabled () Disabled
Remote Man ment =
ag:m“ Remote Management: ) Enabled '@ Disabled
Access via: @ HTTP HTTPS
Remote Upgrade: Enabled (0 Disabled
Allowed Remote IP
Address: 2 Any IP Address
|to |0
Remote Management Port:
ShmestiEatvzd  srac ) Enabled @ Disabled
UPnP | ypnp © Enabled () Disabled
Allow Users to Configure: @ Epabled () Disabled
Allow Users to Disable A @ Di
Internet Access: ") Enabled '@ Disabled
Back Up and Restore Back Up Configuration ] [ Restore Configuration

Save Settings Car es

Bbigenute naponb mapwipytusatopa u eegute ITEVS5.0. Beegute 10T e naponb B none "Re-Enter to
Confirm" (MoaTeepauTe naponsb).

HaxmuTe kHonky Cancel Changes (OTMeHUTb nsameHeHust). He coxpaHanTe HOBbIN Naporb.

Bbibepute Security (besonacHoCcTb) Ha OCHOBHOW MaHeNn BKNagoK.
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HenctBue 11

MosiButcsa okHo "Firewall” (MexceTeBou akpaH).

ailanln,
CISCO.

Security Setup Wireless

Firgwall |

Firmvware Yersion: 1.0.02

Linksys E2500 E2500

Administration Status

Firewall

IPvE SPI Firewall
Protection:

IPv4 SPI Firewrall
Protection:

Internet Filter

[ Fitter Multicast

Fiter DENT (Port 113)

Web Filter

Mo ymonuaHuio 3amuTa MmexceTeBbiM 3KpaHoM ¢ SPI BkntoyeHa.

Kakue dounbTpbl MIHTEepHETa AOCTYMNHBI?

Kakne BeG-bunbTpbl AOCTYMHbI?

@ Enabled () Disabled

Fiter Anonymous Internet Requests

Fitter Internet NAT Redirection for IPv4 Internet
D Only

[} Proxy [ sava [ activex [T Cookies

Buibepute Applications & Gaming (IMpunoXeHus n urpbl) HA OCHOBHOWM NaHesNM BKNagok.
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HenctBue 12
MosiBuTCA okHO "Applications & Gaming” (MpunoXeHusa u urpbl).

wfren]n
CISCO.

Linksys E2500 E2500

Applications & Access  Applications &

Setup Wireless Security Policy i Administration Status
H = min
Gaming 2

Single Port
Forwarding k

Application Name External Port | Internal Port | Protocol ToIP Address Enabled

None = — = - 182.168.1. 0 ]

None v - = = 1e2.168.1. 0 E

None ¥ s = = 192.168.1.0 &

None v s == s 192 1681 0 ]

None - = . = 192.168.1. 0 ]

- 0 0 Both ~ | 1s2.168.1.0 @]

' 0 Both ~ | 192 188.1.0 5]

0 0 Both ~ 182.168.1. 0 B

Linksys E2500 E2500
Appllcatlons & Setup Wireless Security "c:f::;s Appcljacations &  Administration Status
H = min
Gaming Z
Single Port
Forwarding
Single Port Forwarding
Application Hame External Port | Internal Port | Protocol ToIP Address Enabled
None + — e — 182.168.1.0 )
GERY — — — 192 .168.1. 0 [
Telnet S
- = = ]
it 192.168.1.0 [
DHE — — — 182 188 1 0 [
TFTP —
Finger — — — 192.168.1. 0 ]
(N " Both = 182.168.1.0 [
o b Both v 192.168.1.0 il
0 0 Both v 192.168.1.0 B

[ns nepefgaym AaHHbIX HA onpeAeneHHbI koMmnbloTep Bbibepute Application Name (Mms npunoxeHus) >
FTP, B npoTBHOM crniy4ae nopT 6yaeT 3abnokMpoBaH.

Beeante nocneaHui okteT IP-agpeca ons koMmnblotepa u yctaHoBute dnaxkok Enabled (BknioueH).
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Single Port Forwarding

Application Hame External Port | Internal Port | Protocol To P Address Enabled

P - 21 21 TCP 182.168.1.2

MNone v - = = 182.168.1. 0 [}

MNone v == s 2o 1e2.188.1. 0 L

None ¥ = — = 192.188.1.0 [}

None v = = = 192 168.1.0 ]
[ ' Both ~ | 182 165.1.0 =]
' 0 Both v | 1s2.168.1.0 o
0 0 Both v | 1g2.188.1.0 o
0 ' Both v 192.188.1.0 [}
0 ' Both v | 192 16810 B
0 0 Both ~ | 1s2.185.1. 0 ]
' 0 Both + | 1g2.188.1.0 o
0 0 Both v 182.168.1.0 [}
[ 0 Both ~ 192.168.1.0 ]
' 0 Both ~ | 1s2.168.1.0 =]
0 0 Both * | 1g2.168.1.0 ]
0 0 Both v | 1oz 168.1.0 o
' 0 Both v | fo2.188.1.0 o
0 0 Both v | g2 168 1 0 [}
' 0 Both - | 1g2.188.1.0 o

Save Settings

Haxmute kHonky Cancel Changes (OTMeHUTb n3MeHeHUs1). He coxpaHanTe HOBbIV NapamMmeTp.

Boibepute Port Range Triggering (3anyck AnanasoHa nopTos).
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DenctBue 13
MosiBuTCA OokHO "Port Range Triggering” (3anyck AnanasoHa NopToB).

afran]n,
CISCO.

Firmware Version: 1.0.02
Linksys E2500 E2500

Applications & Setup Wireless Security 3 Applications &
Gaming ol

Port Range Triggering

Administration Status

Application Name Triggered Range | Forwarded Range | Enabled
l b o |0 w0 [
1 w0 |0 w0 | [
0 w0 |0 w0 | [
o o0 0 w0 0
0 o 0 |o o 0 [}
0 vt [0 w0 || @
b wo |0 w0 | @
o o0 0 to 0
i 0 o 0 o B
1 w0 |0 w0 | [
Save Settings Cancel Changes

YUToObI OTKPbITL 3a0510KMPOBaHHbIV NOPT, BBEAUTE Ha3BaHWe Npunoxenus: IRC. 3atem BBeaute
3anyckaembiin aManasoH 6660-7000, nepecbinaembivi gnanasoH 113-113 n yctaHoBuTe donaxok Enabled
(BkrtoyeH).

alvaln
CISCO.

Firmware Version: 1.0.02

Linksys E2500 E2500
App“cations & Access  Applications &

2 Setup Wireless Security Policy s
Gaming e

. Port Range
Port Range Triggering

Administration Status

; Triggering

Application Name Triggered Range | Forwarded Range | Enabled
RC 660 1 7000 | 113 113 | [
0 w0 |0 w0 | [
0 w0 |0 w0 | [
0 w0 o w0 &)
b_ to U_ D_ to D_ ]
o wo |0 Jwo ]
0 0 |0 wo 0
0 o 0 o =)
i 0 ko 0 w0 ]
0 o o wo | @
Save Settings Cancel (

HaxmuTe kHonky Cancel Changes (OTMeHUTb nameHeHust). He coxpaHanTe HOBbIV NapameTp.
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Boibepute Access Policy (MonuTtuka goctyna).

Dencrteue 14
MosBuTCA okHO "Parental Controls" (PoantenbCkuin KOHTPO-b).

ACCESS POIIcy Setup Wireless Security ACC_E“ Borhcalions Administration Status
Policy Gaming

Parental Controls

Target Devices Restrict Internet access on

Parental Controls:

Enabled ) Disabled

Schedule Block Internet Access
@ Never  Always Specific times
School nights [

T

Weekends

Block Specific Sites [
i URL 1:|

URLZ: |

URL3:|
URL&: |
URLS:|
URLE:|
uRLT:|

URL & |

Save Settings Cancel Changes
BeiGepute Enabled (Bkntountb) > Add (Jo6aBuTb).

OTkpoeTcs okHO "Set up parental controls for:" (YcTaHOBUTb poAUTENbCKUIA KOHTPOIb ANA:).

Parental Controls Set up parental controls for:

Student1

BRAXTON-PC

I T S (N -2 N
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Bbibepute nmsi komnbtotepa > OK.

CHoBa nossutca okHo "Parental Controls" (PognMTensCkuin KOHTPOIb).

Access P0||Cy Setup Wireless Security Access Applications &  inistration Status
Policy Gaming

Parental Controls

Parental Controls

Target Devices Restrict Internet access on

BRAXTON-PC

Parental Controls: @ Enabled () Disabled

Schedule Block Internet Access
) Never ) Always @ Specific times

School nights. 530PM « to T'Dﬁ AM -
Weekends S00PM « to TO0AM ~
Block Specific Sites URL 1- | www.
URL Z:
URL 3:
URL 4:
URL 5:
URL &:
URLT:
URL 8:
Save Settings Cancel Char ‘h

YcTtaHoBuTe pacnucaHue ans 6noknpoBku goctyna k MIHTepHeTy.

Boibepute Specific Times (BpeMeHHble AnanasoHbl).

School Nights (Houn Ha y4ebHol Heaene): oT 5:30 PM (17:30) mo 7:00 AM (7:00)
Weekends (BbixogHble): ot 8:00 PM (20:00) go 7:00 AM (7:00)

Block Specific Sites (bnoknpoBaTb KOHKpeTHble canTel): BBeanTe URL-agpec Beb-canTa.

HaxmuTe kHonky Cancel Changes (OTMEHUTb N3MEHEHNS).

HenctBue 15
Otkpovite Bknagky Wireless (becnpoBogHon AocTyn) Ha kKoMmnbtotepe 1.

MocnepoBatenbHo BoibepuTe Wireless MAC Filter (dunbetp no MAC-agpecam 6ecnpoBogHon ceTn) >
Disabled (OtkntounTb) > Save Settings (CoxpaHuTb napameTpebl) > Continue (MpogomkuTs).

MocnepoBartenbHo Boibepute Wireless Security (besonacHocte 6ecrnipoBogHown cetn) > Disabled
(OTknoumnTb) > Save Settings (CoxpaHuTb napameTpbl) > Continue (MpogomKknThb).

Bbibepute Basic Wireless Settings (OcHoBHble HacTpoliku 6ecnpoBoaHor cetu) > Disabled
(OTkntounTb) > Save Settings (CoxpaHutb napameTpbl) > Continue (MpogomKknThb).
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